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I'pyna I'.8. Hayunn ny0iukanuu B HepedepupaHu CIIUCAHUS ¢ HAYYHO PelleH3MpPaHe WIH B
pelaKTHPAHHU KOJEKTUBHH TOMOBeE

I'.8.1. Research of the Network Infrastructure for Maintenance of Big Databases — Yankov I. -
International Scientific Session ICTACSE 2018 — Winter Virtual Conference, November 23-24, 2018,
Istanbul, presentation with a report, certificate awarded.

Pesrome:

Ta3um myOnukanus W3CIeABa OCHOBHHUTE NPUHIMIIA HAa KOMIIPECHs Ha JaHHH, BKIFOYUTEITHO
pa3/ieIeHUeTo MeX/1y MEeTOAMTE ¢ ITbJIHA 3ary0a Ha nHpopmanus (lossy) u 6e3 3aryba Ha HHpOpMaLus
(lossless). TlpencraBeHn ca TEXHMKHM KaTO KOIUpaHe upe3 IbbKMHA Ha mopeauia (Run-length
Encoding) u xonupane no merona Ha Xbpman (Huffman Encoding) 3a lossless kommnpecusi, kakto u
aHaJIM3 Ha craHapTute 3a koMrpecus kato MPEG 3a lossy komnpecus. O0chxaaT ce mpuiloKeHusATa
Ha KOMIIPECHSATA B CHBPEMEHHHUTE KOMYHHMKAIlMOHHM W MYJITUMEIUMHM TEXHOJIOTHUH, KaTo ce
aKIEHTHPa BbPXY 3HAYCHHUETO Ha TE€3W METO/HM 32 €PEKTHBHO M3IOI3BAaHE HA PECYPCH 33 ChbXpaHEHHE
U Mpe/iaBaHe Ha HHPpOpMaLusl.

Abstract:

This publication explores the fundamental principles of data compression, emphasizing the distinction
between lossless and lossy methods. Techniques such as Run-length Encoding and Huffman Encoding
for lossless compression are presented, alongside an analysis of compression standards like MPEG for
lossy compression. The applications of compression in modern communication and multimedia
technologies are discussed, highlighting the importance of these methods for efficient resource
utilization in data storage and transmission.




I'.8.2. OcurypsBane Ha KHOEp3alIUTa U CUTYPHOCT B KOMITIIOThPHA CUCTEMa, CBbp3aHa ¢ riodaiHara
mpexa,- SAukoB.U, CoOopHuk npokmamu: XXX Mexaynapoaen cummnosuym Ha CAU ,,J[xoH
Aranacos®, 10-11 noemBpu 2022 r., rp. Codust, mpeacrapsiHe Ha gokiaai: (c. 53-56). Cummnosuyma e
BKJIroueH B HALI ],

Pesrome:

JoxianbT pasriexia ChbBPEMEHHUTE acleKTH Ha KubeporOpaHaTta W KHOEpCUTypHOCTTa C¢ (OKyc
BBpPXY OCUTYPsIBaHE Ha 3allUTa B r100anHata Mpexa. [IpencTaBenn ca ”THOBaTUBHH ITOAXO/TH 32 aHATIN3
HA 3aIU1axy U IPOTHBOJICHCTBUE Ha KHOEpaTaku, KakTo U pa3pabOTBAaHETO HA UHTETPUPAH MOJIEN 3a
3amnTa. OOChIeHN ca KOHKPETHU ClIeHapuH Ha ataku kato DDoS u ransomware, KaTo ca npeaiokKeHn
CTpaTeruu 3a MPEeBeHIIMsI U Bb3CTaHOBsIBaHe. JJoKIaabT moguepTaBa HEOOXOJUMOCTTA OT KOOPAUHALUS
MEXy JTbPKaBHUTE WHCTUTYIIUU U BHEAPSBAHETO HA XHUOPUIHM PEIICHUsS, ChUCTABAII JIOKATHH H
00JIa4uHU TEXHOJIOTHH, 332 YCTOMYMBO yNpaBieHne Ha HHPOPMAIMOHHATA CUTYPHOCT.

Abstract:

The report explores modern aspects of cyber defense and cybersecurity, focusing on ensuring
protection in the global network. Innovative approaches for threat analysis and countering cyberattacks
are presented, along with the development of an integrated protection model. Specific attack scenarios,
such as DDoS and ransomware, are discussed, offering prevention and recovery strategies. The report
highlights the necessity of coordination among state institutions and the implementation of hybrid
solutions combining on-premises and cloud technologies for sustainable information security
management.

I'.8.3. OcurypsiBane Ha CUTYPHOCT Ha KOMITIOTBPHHTE MPEKHA W MEXaHM3MHU 32 TAXHATA 3alllWTa,
SAnko.M, Coopuuk noxnaau: VII Hanmonanna nayuna koHdepeHIus ¢ MexayHapoaHo ydactue TK
Jloseu ,, TechCo 2023”, 30 ronu 2023, rp. Jloeu, npeacrassne ¢ goknan (c.115-119). Kondepenmusta
e BiroueHa B HALIU /]

Pe3ome:

Hy6J’II/IKaI_II/I${Ta CcC (bOKYCI/Ipa BBpPXY CBBPCMCHHUTC IPCAU3BUKATCICTBA B OCUT'YPSABAHCTO Ha
CUT'YPHOCTTA Ha KOMITIOTBbPHUTC MPECKH, KATO PA3IJICIKAA KIIFOUOBATA POJIA Ha TEXHOJIOTHU KATO Cisco
Meraki MX Security Center. [IpencTass ce neTaiijiHO eTanuTe Ha peanu3anus Ha KubepaTaku, KaTo
AKIICHTHPA BbPXY 3JIOBPCIHU CO(bTyepI/I KaTO paHCBMYCP, KOUTO NMPCACTABJIABAT CECPUO3HA 3aIljiaxa 3a
KpUTHYHAaTa I/IH(I)paCpr'KTypa. CHCI_II/IaJ'IHO BHHUMAaHHUE CC OTACIII HAa HWHOBAIIMOHHHUTC METOIMU 3a
3alrTa, BKIIOYUTCIIHO UHTCTPUPAHU MCXAHHU3MU 3a Ha6J'IIOILCHI/IC, daHaJIn3 Ha Tpa(I)I/IKa u 6J'IOKI/IpaHC
Ha 3JIOBpCIAHU HeﬁCTBHH B pC€ajlHO BpPEME. OcBeH TOBa ce noaucpTraBa 3HAYCHUCTO Ha 00JIauHUTE
TCXHOJIOTHH 3a HCHTPATIU3UPAHO YIIPABJICHUC HAa CUTYPHOCTTA U e(bCKTI/IBHO BBb3CTAHOBABAHC HA JaHHU
IIpU UHOUJICHTH. HyﬁJ’II/IKaHI/IHTa 3aBbpIIBa C IPAKTUYICCKHU HACOKH 3a BHCAPSABAHC HA TE3U TCXHOJIOTUN
B MPCIKOBATA apXUTCKTypa Ha AbPKaBHU UHCTUTYIIUU U YaCTHU KOMIIAHUU.

Abstract:

The publication focuses on modern challenges in ensuring computer network security, emphasizing
the pivotal role of technologies such as Cisco Meraki MX Security Center. It provides a detailed
examination of the stages of cyberattacks, highlighting malware like ransomware, which poses
significant threats to critical infrastructure. Innovative defense methods are given special attention,
including integrated mechanisms for monitoring, traffic analysis, and real-time blocking of malicious
activities. Furthermore, the importance of cloud technologies for centralized security management and
effective data recovery in case of incidents is emphasized. The publication concludes with practical
guidelines for implementing these technologies in the network architecture of governmental
institutions and private companies.




I'.8.4. Kubep BoiiHA — YHUIIIOKUTEITHU JACHCTBUA 0e3 opbkus. ChBpeMeHHa MeToonorust Ha Kubep
orOpanara,- filnkoB.M Coopuuk noxmaau: VIl Hanponanna HayuyHa KoH(pEpeHIUs ¢ MEXKIYHAPOIHO
yuactre TK Jloseu ,,TechCo 2023”, 30 rouu 2023, rp. JloBeu, npeacrassiae ¢ gokaan (¢.167-171).
Kondepennusra e BkmtoueHa 8 HAI /]

Pe3iome:

[TyGnukanusTa npenasara 3aab1009€H aHAINU3 Ha KHOepBOfHATa KaTo HOBa (popMa Ha KOH(IIUKT, IPH
KOATO AUTHUTAJIHHUTEC TCXHOJIOTMMU HI'paAT peuiaBalia poJid KaKTO B aTaKaTa, TaKka M B 3allydTara.
Pazrnexxgar ce OCHOBHHTE XapaKTepUCTUKH Ha KuUOepBOilHaTa, BKIIIOUUTETHO AHOHMMHOCTTA,
MIOOATHHUAT Manad ¥ XUOPUIAHUAT M XapakTep. AHAIM3UPAHU ca PA3TMYHUTE BUIOBE KHOEpaTaku,
karo DDoS, kubepimnuonax u pa3npocTpaHeHne Ha Ae3UH(pOpMaIus, U TAXHOTO Bb3ACHCTBUE BHPXY
KpUTH4YHAaTa I/IH(bpaCTp}IKTypa. OcobeHo BHHUMaHHE ce OoTACIHsA Ha METOAUTE 3a 3aluTa, Karto CE
AKICHTHpPA Ha pPOJIATa HAa TCXHOJIOTMUTC U MCKAYHAPOIHOTO CHTPYAHHYCCTBO B CH3AABAHCTO Ha
eeKTHBHH CTpaTeruu 3a kubeporOpana. [IpuMepn oT MeXIyHapOAHATA NMPAKTHKA U MPETOPBKH 32
Inpujiaranc¢ Ha 3aKOHU U CTaAHJIapPTH B o0OiacTra Ha I/IH(1)OpMaI_II/IOHHaTa CUT'YPHOCT OOII'bJIBAT aHAJIN3a,
HOZIqepTaBafIKH HCO6XOILI/IMOCTTa OT KOMIIJICKCCH ITOAXO0J KbM KI/I6ep33HII/ITaTa.

Abstract:

The publication offers an in-depth analysis of cyber warfare as a new form of conflict where digital
technologies play a crucial role in both offense and defense. The main characteristics of cyber warfare
are examined, including its anonymity, global scale, and hybrid nature. Various types of cyberattacks,
such as DDoS, cyber espionage, and disinformation campaigns, and their impact on critical
infrastructure are analyzed. Special emphasis is placed on defense methods, highlighting the role of
technologies and international cooperation in creating effective cyber defense strategies. Examples
from international practices and recommendations for implementing laws and standards in information
security complement the analysis, underscoring the need for a comprehensive approach to cyber
protection.

r.8.5. CBBPEMEHU KUWBEPATAKM B CEKTOPA HA 3JIPABEOITASBAHETO.
[MPAKTUYECKU METOAU 3A TTPEBEHIIUA U 3ALIUTA, SIukos.U ,Coopuuk noxmanu: VI
Hanuonanna Hayuna xkoHpepenuus ¢ mexayHapoaHo yuactue TK Jloseu ,,TechCo 20247, 28 ronu
2024, rp. Jloseu, npencrassiae ¢ qoknan (c.148-152). Koundepenmnusra e Bxirouena 8 HAIIJ]
Pe3ome:

I[OKJ'IaIH)T aHaJIM3Wpa HapaCTBAIIUTC KI/I6€p33HHaXI/I B CCKTOpa Ha 31paBCOITa3BaHCTO, BKITOYHUTCIHO
PaHCBMYCP aTaku, (I)I/IIJ_II/IHF U U3MaMH C CJIICKTPOHHA TIIOoINa. Te3u artaku 3acTpalaBaT KaKTO
CUT'YPHOCTTa Ha JAHHUTC, TaKa MW OICpaTHBHAaTa HCEIPCKLCHATOCT HA 3APABHUTC OpraHu3allvu.
Hpe,Z[CTaBHT CC MPAKTUYICCKHU MCTOJU 34 ITPEBCHIMSA, KAaTO PEAOBHO apXUBUPAHC HA JAHHU, BHCAPABAHEC
Ha MHOFO(i)aKTOpHa AaBTCHTHUKaIUA, 06yquI/Ie Ha 1IepCoHaJIa U U3IOJI3BAHC Ha HAIIPpEAHAIN 3alUTHU
TeXHojloruu. B AOKJIaga CC IMmoAadYcpTaBa 3HAYCHUCTO HA MOHUTOPHHIA U 61,p3aTa peaKknug npu
HNHIIUJICHTH. 3aKII0YEHUETO npenopr4Ba CTPATEIUYCCKU MMOJAXO0A KbM KI/I6epCI/IprHOCTTa, 3a a CC
OCUT'YypH HAJACKAHOCTTA HA I/IH(I)OpMaI_II/IOHHI/ITC CHCTEMH U 0€30IIaCHOCTTA Ha ITallTUCHTHUTCE.

Abstract:

The report analyzes the increasing cyber threats in the healthcare sector, including ransomware attacks,
phishing, and email fraud. These attacks endanger both data security and the operational continuity of
healthcare organizations. Practical prevention methods are presented, such as regular data backups,
implementation of multi-factor authentication, staff training, and the use of advanced security
technologies. The report highlights the importance of monitoring and rapid incident response. The
conclusion recommends a strategic approach to cybersecurity to ensure the reliability of information
systems and the safety of patients.






